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Tool Description
This tool is designed to equip internal auditors with prompts to use during various internal audit activities. This is not an all-encompassing guide and is designed as a starting point to pique an internal auditor’s interest and launch their experience with AI prompts.  For more hands-on training, see The IIA’s OnDemand course AI Prompt Engineering for Internal Auditors.
The use of AI should align with the organization’s established governance, including approved tools, data handling requirements, and internal control frameworks. Internal auditors are responsible for ensuring that their use of AI complies with organizational policies and supports a controlled, auditable, and secure use of technology.
Organizations should define clear guardrails for the appropriate use of AI in audit activities, including when AI assistance is permitted and how outputs should be reviewed and documented.
AI models can produce outputs that are factually incorrect, outdated, or fabricated — a phenomenon known as hallucination. All AI-generated content included in workpapers, reports, or advisory deliverables should be independently verified against authoritative sources by internal auditing. This validation should be performed in accordance with the organization’s audit methodology, quality assurance processes, and documentation standards to ensure outputs remain auditable and reproducible. AI outputs should be treated as a draft starting point, not a final product.
Regulatory and Legal Compliance
The regulatory environment governing AI use continues to evolve rapidly. Internal auditors should ensure that legal and compliance teams are monitoring applicable AI regulations on an ongoing basis, and that any use of AI in processes with regulatory implications has been reviewed by legal counsel.
The internal audit function should also ensure that its own use of AI is governed through defined methodology and governance structures that reflect applicable regulatory requirements and expectations.
Bias in AI Outputs
AI models may reflect biases present in their training data. For audit tasks involving judgments regarding individuals, vendors, or populations, auditors should be alert to outputs that may disproportionately flag or favor certain groups in ways unsupported by objective evidence. Apply professional skepticism to all AI outputs involving comparative judgments. Bias may also arise from organizational grounding data or existing internal practices, creating a risk that AI outputs reinforce current assumptions rather than challenge them.
Defining Prompts and Prompting
A prompt is any input — text, question, instruction, or combination thereof — provided by a user to an AI system to generate a response or output. In the context of large language models such as ChatGPT, Microsoft Copilot, Google Gemini, or Anthropic’s Claude, a prompt is the primary mechanism through which a human communicates intent to the AI.[footnoteRef:1] [1: . Anthropic, “Prompt Engineering Overview,” Anthropic Documentation, 2024, https://docs.anthropic.com/en/docs/build-with-claude/prompt-engineering/overview.] 

Prompting is the act of crafting and submitting these inputs. While prompting can be as simple as typing a question, the quality, precision, and structure of a prompt significantly determine the quality of the AI’s output. The prompt can also affect how readily outputs can be validated to detect bias and hallucinations. This is why the discipline of prompt engineering has emerged as a professional skill.
Engineering Effective Prompts
Prompt engineering is the practice of deliberately designing prompts to elicit accurate, relevant, safe, and useful AI outputs. It is a skill that improves with practice, and even modest improvements in prompt quality can dramatically improve the usefulness of AI outputs for audit tasks.[footnoteRef:2] [2: . IBM, What is prompt engineering?, accessed Aug. 18, 2026,  https://www.ibm.com/think/topics/prompt-engineering.  ] 

The Anatomy of a Strong Prompt
A well-engineered prompt typically contains some or all of the following:

	Component
	Description and Example

	Role / Persona
	Assign the AI a role to shape its perspective. Example: "You are an experienced internal auditor specializing in IT general controls."

	Context
	Provide relevant background information. Example: "We are auditing the accounts payable process at a mid-size manufacturing firm."

	Task
	State clearly and specifically what you want the AI to do. Example: "Draft a list of 10 audit test procedures for evaluating the three-way match control."

	Format
	Specify the desired output format. Example: "Provide your response as a numbered list.” 

	Constraints
	Define limits or restrictions on the response. Example: "Each item should be no longer than two sentences. Focus only on preventive controls. Do not include detective controls."

	Examples
	Provide one or more examples of the desired output (few-shot prompting). Example: "Here is an example of the format I want: [example]. Now apply this format to..."

	Reasoning Step
	Instruct the model to reason through the problem before giving a final answer. Example: "Think step-by-step about the key risks in this process before listing audit procedures."

	Interactive / Conversational Prompting
	Instruct the model to prompt you when it encounters gaps or limitations within its context. This ensures that the model does not make assumptions: “If my request lacks the necessary constraints or information, prompt me with the missing requirements and ask me to clarify to improve your final output.”


Prompting Techniques
	Name 
	Description
	Example Prompt

	Zero-Shot Prompting
	Asks the model to perform a task with no examples. It works well for straightforward tasks in low audit risk scenarios (such as brainstorming) where the model has strong training on the topic.
	Prompt: List five key risk indicators for a payroll fraud audit.

The model draws on its training to generate a list without any example being provided.

	Few-Shot Prompting
	Provides one or more examples of the desired output within the prompt, helping the model understand the expected format, tone, or reasoning style.[footnoteRef:3] [3: . IBM, What is few-shot prompting?, accessed Aug. 18, 2026, https://www.ibm.com/think/topics/few-shot-prompting.] 


	Prompt: I am going to give you examples of audit findings, and I want you to draft a management action plan for each in the format shown.

Example finding: User access reviews are not performed quarterly as required by policy.

Example action plan: Management will implement a quarterly access review process by [date], assigning ownership to the IT security manager. Evidence of completion will be documented and retained for audit purposes.

Now write an action plan for: Vendor invoices over $50,000 are approved by a single individual with no secondary review.

	Chain-of-Thought (CoT) Prompting

	Instructs the model to work through a problem step by step before arriving at a conclusion. This technique can improve clarity and transparency on complex analytical tasks, such as risk assessments, process walkthroughs, and control gap analysis.[footnoteRef:4] [4: . Microsoft, “Introduction to Prompt Engineering,” Microsoft Learn, 2024, https://learn.microsoft.com/en-us/azure/ai-services/openai/concepts/prompt-engineering.] 

	Prompt: Think step-by-step about the key risks in an organization’s vendor onboarding process, considering both financial and operational risks. After completing your analysis, summarize the top five risks as audit objectives.

The model will work through relevant factors before generating the final list, producing a more thorough and structured result than a direct request would.

	Role Prompting

	Assigning a professional role or persona directs its outputs toward the knowledge, terminology, and perspective appropriate for that role. For internal auditors, this is useful for applying domain-relevant language and perspective.

	Prompt: You are a senior internal auditor with 15 years of experience in financial services. Review the following control description and identify any weaknesses.

Prompt: You are a cybersecurity specialist reviewing an IT general controls audit program. Identify gaps in coverage for cloud-based environments.

Prompt: You are a regulatory compliance expert familiar with SOX Section 404. Assess whether the following control activity would satisfy auditor expectations.

	Iterative Prompting

	Complex audit tasks rarely require just one prompt. Iterative prompting involves refining and building on prior outputs through a series of follow-up prompts. This approach is well-suited to audit planning, where the auditor may start with a broad risk assessment and progressively narrow to specific test procedures.

	Prompt 1: Identify the top 10 risks in a corporate treasury function at a multinational company.

Prompt 2: For risk #3, develop an audit objective and three related audit test procedures.

Prompt 3: For each test procedure, suggest the type of evidence the auditor should collect and the sampling approach to use.

Prompt 4: Draft a workpaper template for documenting the results of test procedure #2.


Prompt Refinement
Prompt refinement is the disciplined process of improving an initial prompt based on the quality, completeness, and usefulness of the AI output. For internal auditors, refinement should be approached in the same way as audit inquiry or evidence evaluation: 
Begin with a clear objective.
Assess whether the response addresses the audit need.
Identify gaps or assumptions.
Revise the prompt to add context, constraints, source expectations, or output format requirements. 

Effective refinement helps auditors move from broad, generic AI responses to outputs that are more precise, risk-focused, and suitable for audit planning, fieldwork, reporting, or advisory work. However, refined prompts do not eliminate the need for professional judgment; auditors must still validate AI-generated content against reliable evidence, organizational policies, and applicable professional standards.
Common Prompt Engineering Mistakes
Vague task instructions: "Tell me about internal controls" will produce a generic response. Specify the process, objective, and format.
Overloading the prompt: Asking the model to do too many things in a single prompt often produces incomplete outputs. Break complex tasks into multiple prompts.
Neglecting output format: Without format instructions, output may require significant reformatting.
Not providing sufficient context: The model does not know your organization’s industry, size, or risk appetite unless you tell it.
Treating outputs as final: AI outputs are a starting point. They require professional judgment, review, and customization by the auditor.

Prompting for Internal Audit Tasks
These examples demonstrate how internal auditors can apply prompt engineering principles to common audit activities. These prompts are provided as a starting point and should be adapted to reflect organizational context, industry, and specific audit objectives. The prompts are designed to be copied, pasted, and edited prior to use. Some prompts presume the internal auditor is loading a file and asking AI to manipulate or create something new based on the uploaded content. 
	Annual Audit Planning 

	Risk-Based Audit Universe Development

	Prompt: You are a senior internal auditor at a publicly traded retail company with operations in North America and Europe running SAP as the company’s ERP. Using a risk-based approach, develop an audit universe for the fiscal year that covers the company’s key business processes, as attached. Include based on a scan of the sector potential risks that could impact the organization’s strategy or operations. For each audit area, assign a preliminary risk rating (High/Medium/Low) based on a combination of inherent risk, financial materiality, fraud exposure, regulatory burden, process complexity, and business change, and provide a one-sentence rationale. Present the results as a table with columns: Audit Area, Business Process Owner, Preliminary Risk Rating, Rationale.

	Resource Planning

	Prompt: Act as the managing director of an internal audit function. Attached is our audit plan for the next year, with the audit projects' titles listed in column A and anticipated start dates listed in column B. On another tab is our list of resources with the name in column A and their title in column B. The title hierarchy from least to most seniority is associate internal auditor, internal auditor, senior internal auditor, internal audit manager, internal audit senior manager, internal audit director. Create a new tab to map the resources to each project. Each project will need an audit director and auditor-in-charge, who should be a senior internal auditor, internal audit manager, or senior internal audit manager. The rest of the project team can be a mix of the other titles excluding audit director. Each project team should comprise one audit director, one auditor-in-charge, and three staff. When assigning a senior auditor as the auditor-in-charge, do not assign them back-to-back projects in that capacity. Senior internal auditors should fluctuate from auditor-in-charge on one project to staff on the next project. Try to give each senior internal auditor two auditor-in-charge assignments for the year. Format the new tab and call it Resource Plan, and list the columns starting with A to be Audit Title, Anticipated Start Date, Audit Director, Auditor-in-charge, Staff 1, Staff 2, Staff 3. Sort the projects in Anticipated Start Date descending order.

	Competency Mapping

	Prompt: Acting as a chief audit executive (CAE) being tasked with determining two things: which audits will need external help or need to be outsourced, and what areas of expertise and competencies our internal audit function should develop? Use the attached document “Audit Plan” that has the next year’s audit plan with audit title and start date. Cross-reference to the other attached document, “Audit Department Skills Matrix.” Create a new document for me with one tab housing our audit plan, one tab with the functions skills matrix, and create two new tabs:

Title one tab “Mapped Skills” that has the skills mapped to each audit (anticipate what type of skills will be necessary based on the audit title). Highlight in red the audit titles that will require skills that our department does not currently have. 

Title the second tab “Development Goals” and list the identified missing skills. 



	Audit Engagement Planning 

	Engagement Level Risk Assessment

	Prompt: I am planning an internal audit of our organization’s accounts receivable process. Think step-by-step about the key risks in this process, considering fraud risks, operational risks, and financial reporting risks. After your analysis, list the top five risks as audit objectives in the format: To determine whether [control objective is met].

	Research Risks

	Prompt: What are the top risks in relation to cybersecurity for a retail organization?

	Creating a Risk Control Matrix (RCM)

	Prompt: You are a senior internal auditor tasked with creating a risk control matrix for an assurance engagement on user access. Create a risk control matrix rating the risks from Critical, High, Moderate, and Low. Suggest controls to mitigate the risks down to a tolerable level. The organization’s risk tolerance is moderate.

	Walkthrough Preparation (uploading a process narrative)

	Prompt: Attached is the process narrative for the vendor payment process. Generate a questionnaire to be used during a walkthrough with management on the documented process. Draft at least 10 questions.

	Flowchart Creation

	Prompt: Attached is a process narrative. Turn this narrative into a process flowchart using standard organizational symbols and swim lanes between departmental functions. As you create the flowchart, include on-page reference symbols to identify weakness. Label the on-page references for weaknesses as W and a number for example W1, W2, and so on. At the bottom of the flowchart, insert a text box where the weaknesses are labeled, named, and a brief description.  Do the same for areas you deem to be strengths, such as controls. Label the controls with C and number, for example C1, C2, and so on. Add a second text box at the bottom of the flowchart, next to the weaknesses where the controls are labeled, named, and a brief description of each

	Scope Document Creation 

	Prompt: Attached are the following documents: Risk Control Matrix (RCM) for the Accounts Payable (AP) Department; a narrative or procedural document explaining the department and its responsibilities; a process flow chart with strengths and weaknesses labeled; and an organizational chart of the AP Department staff and their respective titles. Using all four documents, act as if you are managing this specific internal audit engagement and create a scoping document in Word that outlines the objectives of the audit. Start with an executive summary, then write an overview of AP and responsibilities, then create a testing section that outlines the in-scope and out-of-scope risks. The scoping decision can be found on the attached RCM with “Not in Scope” and “In Scope” designated in column B.  At the end of the document, include a project timeline table showing two weeks of “fieldwork testing” and four weeks of “reporting.” Assume fieldwork will be starting two weeks from today and include a final report date at the end of the timeline table, which should be three days following the conclusion of reporting.



	Audit Engagement Performing 

	Audit Test Procedure Development

	Prompt: Develop five audit test procedures to evaluate the effectiveness of the segregation of duties control in a procure-to-pay process. For each procedure, specify: (1) the audit objective, (2) the type of test (inquiry, observation, inspection, or reperformance), (3) the evidence to be gathered, and (4) the population and suggested sample size. Format as a numbered list.

	Control Description Analysis

	Prompt: You are an IT audit specialist. Review the following control description and identify: (A) any design deficiencies, (B) any ambiguous language that would make the control difficult to test, and (C) recommended improvements. Here is the control description: [enter control description here].

	Extracting Data from Unstructured Sources

	Prompt: You are assisting an internal auditor performing fieldwork over accounts payable. Extract the invoice number, vendor name, invoice date, and total amount from the provided unstructured invoice data (20 invoices).

Clearly identify the final payable amount and distinguish it from subtotals, taxes, or line items. If the amount cannot be determined, flag the invoice as unclear and explain why. Do not infer or estimate values.

Present the results in a table with one row per invoice and include a reference to the source text supporting each extracted amount.



	Audit Reporting 

	Audit Finding Draft

	Prompt: Draft an internal audit finding in a professional format using the structure: Condition, Criteria, Cause, Effect, and Recommendation. Base your draft on the following facts: [describe the finding facts here]. Use formal, objective language appropriate for an audit committee report. The finding should be no more than 300 words.

	Executive Summary

	Prompt: I have completed an internal audit of our procurement process. The following is a summary of findings: [list findings]. Draft a one-page executive summary suitable for the audit committee. The summary should open with the audit objective, summarize overall conclusions, highlight the three most significant findings in plain language, and close with a statement on management’s commitment to remediation. Use a professional, confident tone.

	Converting Findings to Report Format

	Prompt: Attached is an excel workbook with our internal audit findings from a cybersecurity audit. Convert the Excel version of the findings into a table on a Word document to build the final audit engagement report. Not all information from the Excel is required in the final report. Label the fields: Finding Title; Finding Summary; Risk Rating; Executive Owner; Finding Manager; Action Plan Owner. When creating the table in the cell that lists the risk rating, color-code the risks using: dark red = Critical; light red = high; yellow = moderate; green = low. Separate each finding into its own table, leave a space between each table.



	Continuous Auditing, Data Analysis, and Script Development

	Data Analysis Code Generation

	Prompt: Write a Python script using the pandas library to analyze an accounts payable transaction file with the following columns: [list columns]. The script should: identify duplicate invoice numbers; flag transactions approved by the same individual who submitted them; highlight transactions above $100,000 that lack a second approval; identify transactions that are split (same vendor, same invoice date); and export results to a formatted Excel file with a separate tab for each exception type. Include comments explaining each step.



[bookmark: _1t50hxqu0tt7][bookmark: _n16k1l715tah]Recommendations for Internal Auditors Using Prompts
Maintain a record of the prompt used to generate the analysis and output. This includes details on requirements, restrictions, and provides an audit trail.
Document on how outputs were validated and reviewed.
Clearly distinguish between AI-assisted analysis and auditor conclusions.
Be prepared to explain AI-supported results in plain language to stakeholders.
Define and document the use of AI within the audit methodology, consistent with organizational standards and professional requirements.
Disclose where AI tools have been used to support audit procedures, where appropriate.
About The Institute of Internal Auditors
The Institute of Internal Auditors® (The IIA®) is an international professional association that serves more than 265,000 global members and has awarded more than 220,000 Certified Internal Auditor® (CIA®) certifications worldwide. Established in 1941, The IIA is recognized throughout the world as the internal audit profession's leader in standards, certifications, education, research, and technical guidance. For more information, visit www.theiia.org.
Disclaimer
The IIA publishes this document for informational and educational purposes. This material is not intended to provide definitive answers to specific individual circumstances and as such is only intended to be used as a guide. The IIA recommends seeking independent expert advice relating directly to any specific situation. The IIA accepts no responsibility for anyone placing sole reliance on this material.
Copyright
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August 2026


Global Headquarters
The Institute of Internal Auditors
1035 Greenwood Boulevard, Ste. 401  Lake Mary, FL 32746, USA 
Phone: +1-407-937-1111
Fax: +1-407-937-1101

Page 1
image1.png
el

NO
T

.
-
A

00 g

-

N -

N> @©
NNOTN O
ONOMN ~ @ ©

OONm™ - o °
covotn~* on
L)





image2.png
/(

IR
%TJ Tre Ingttute of

S reernal Avdlicors
S




image3.png
/(

IR
%TJ Tre Ingttute of

S reernal Avdlicors
S




